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Christian has been an Agile
activist since 2001. He
presented at Agile 2007,
Agile 2008, AgileRoots and
to several smaller
audiences. Christian has
been a consultant and an
active mentor in Agile, TDD,
general unit testing and
automated testing for the
past several years.

Christian has been
recognized by his peers as
an authoritative voice in the
realm of Test Driven
Development (TDD) and has
been invited as a guest
contributor to the Agile
Mentor Newsletter and Agile
Dad Blog.

Tell us what you think?
lee@agiledad.com
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The Cost of a Bug

Three things lead to unhappy customers:
late delivery, cost, and bugs. While each of
these obstacles has their own dynamics,
they are interrelated. For example, late
delivery usually means it costs more and
fixing bugs generally means more fime and
money. | would argue that a lotf of late
projects are late due to bugs. To clarify on
this, most of the Iate projects | have been
on were |late due to unexpected bugs. And
most projects that are over budget are also
late. In other words, if bug count can be
reduced, it would have a drastic affect on
both the cost and the delivery date.

Over the last several years, managers,
directors, and executives have asked me to
present empirical evidence that Agile
Methodologies will cost them less money
and take less fime. This is a topic that can
be discussed for months on end resulting
only in opinions or experiences, but no
empirical evidence. There are severadl
experience reports out there, but, in the
software industry there are many variables
that can influence the success or failure of
a project and it's not very likely that every
organization is in the same situation. How
can bugs, cost, and time savings be
measured on a new project and do they
mean the same thing across different
organizations? All of the organizations |
have worked at that follow some sort of
Agile Methodology have decided to do so
because of the hype or because someone
read something positive about it.
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In other words, in my experience,
organizations seem to take the leap
based mostly on faith. However, there are
organizations out there that insist on hard-
facts.

Arecent paper published by Microsoft
and IBM, showed that practicing Test-
Driven Development (TDD) versus general
unit testing reduced bug density by 40-
90%. They reduced the number of
variables in the project by keeping with
the same code base, and team. The only
thing they describe as being different is
practicing TDD over just unit testing.

| presented these findings to our
management team and got a question
from a couple of them about how this can
be correlated to empirical evidence. |
guess | somewhat expected this. After all,
the most important things to managers are
fime and money and | needed to present
this data to them in either time or money
and not in bugs. It seems as though
people see bugs as something that are
simply part of a software project. They see
bugs equal to the time spent eating lunch
or checking e-mail. How can bugs be
equated to time and money?
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It seems obvious fo me. Bugs take time and fime costs money. So | decided to present an
actual project in terms of bugs and time. | sent out an e-mail fo our QA department and asked
them what tasks were involved when creating and tracking a bug and around how much time

was spent on each task.

| got back a pretty sizable list with different time values for each task. | then compiled the list by
grouping similar tasks into single tasks and taking the lower estimates for argument sake. QA

Cont: The Cost of a Bug

also delivered several different bug workflows; four of which are listed below:

Workflow 1 - Bug is valid and gets fixed (60% of the time)

Task Time Taken in Minutes
Find steps to reproduce bugs 20
Create a bug in the issue fracker 10

Get bug assigned to developer

5 x 4 people in meeting = 20

Developer and QA meet to discuss bug

10 x 2 people = 20

Developer fixes bug (commit & deploy code) 30 minutes
bug gets verified & closed 20
Total 120 Minutes

Workflow 2 - Bug is valid, but does not get fixed (30% of the time)

Task Time Taken in Minutes

Find steps to reproduce bugs 20

Create a bug in the issue fracker 10

bug is discussed an decided nof to fix 10 x 4 people in meeting = 40
Total 70 Minutes

Workflow 3 - Bug is found, but cannot be reproduced (5% of the time)

Task Time Taken in Minutes
Find steps to reproduce bugs 20
Create a bug in the issue fracker 10

Get bug assigned to developer

5 x 4 people in meeting = 20

Developer and QA meet to discuss bug

10x 2 people =20

Developer fixes bug (commit & deploy code) 30 minutes
Developer tries, but cannot repro 60

QA and dev meet again about no repro 10 x 2 people = 20
Total 170 Minutes

Workflow 4 - Defect is sent back for rework (5% of the time)

Task Time Taken in Minutes
Find steps fo reproduce bugs 20
Create a bug in the issue fracker 10

Get bug assigned to developer

5 x 4 people in meeting = 20

Developer and QA meet to discuss bug

10 x 2 people = 20

Developer fixes bug (commit & deploy code) 30 minutes

Tester regresses defect, but not fixed 30

Tester updates issue in defect tracker 5

Developer and QA meet to discuss bug 10x 2 people =20
Developer fixes bug (commit & deploy code) 30 minutes

Defect gets verified & closed 30

Total

245 Minutes

The problem with these numbers is that they aren’t extremely accurate and they don't cover all
scenarios. For example, what if a customer found the bug? Also, the scenarios listed and the
percentages of fimes they occur in our organization probably aren’t the same as they are for
other organizations. The times for each task are likely different for each organization as well. The
important thing about these numbers is that they came from our within our organization. So

what do the above scenarios tell use Well, they tell us that it costs at least 70 minutes just to

report and track a single bug.

| then proceeded to find an actual project in our department. This particular product had about

a four year history and had at least some unit tests against it. However, the product was

definitely not developed with TDD. | found that the product had a little over 3100 bugs filed
against it since its inception. The rest is a simple numbers game. Take the total number of bugs,
multiply that by the percent of times the given scenario happens, multiply that by the number of
minutes spent on each bug (Total Bugs * Percentage * Minutes per Bug = Total Hours) and you
have about how much time was spent on those bugs. So | did the following:

% Time Bugs Minutes Total Hours
60% 1860 120 3.720
30% 930 70 1,085
5% 155 170 439
5% 155 245 633
Total Hours 5,427
Total Effort Days 678

That basically means we spent almost two effort years tracking and fixing bugs on a four year

project. That seems about right considering there were about 12 effort years spent on

development and 6 effort years spent on testing. That means about 11% of the total project
on tracking and fixing bugs. Actudlly, if anything it seems a bit low which is what | wanted.

The research paper states that 40%-90% of the bug density was reduced simply by doing TDD.
Let’s say we could have reduced our bug count by 50%. That means, we can simply half the
total hours and days down to 2714 hours and 337 days respectively. Wow! 337 effort days!?

That's a lot of time.

What if the project had as much success as reducing the bug density down by ?0%¢ That's a
savings of over 600 effort days simply by doing TDD.

Now | had the empirical evidence management was looking for. Bugs cost a lot of time and

money and we should do everything we can do to find them as early in the process as

possible.

| now have managers calling me and asking me to help train their teams on TDD! For once, |
am no longer the only person in the organization pushing for TDD.
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